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A message from the minister

An individual’s identity is a personal part of who they are. Having their identity stolen can
have a devastating effect, both emotionally and financially. Victims can often spend years
and thousands of dollars trying to restore their good names.

The risk of becoming a victim of identity theft in Australia is still relatively small. However
it is important that we recognise the increasing threat this poses to us all, as a nation and
individually. It is important that we take steps now to prevent identity theft.

By introducing some practical precautions into everyday life, you can take an active role in
reducing the risk that your identity may be used without your consent or knowledge. There

are also a number of steps you can take to recover your good name and limit the damage
done if you are an unfortunate victim of this crime.

The Australian Government, through its National Crime Prevention Program, is committed
to helping all Australians protect themselves and their families in an effort to reduce the
likelihood of becoming a victim of identity theft.

In addition, the Australian Government is working in partnership with state, territory and
international governments, and with the business and finance sectors, to develop strategies
to prevent and respond to identity fraud and identity theft related issues.

Simple steps you can take to minimise your risk of becoming a victim of identity theft include:

e Destroy all identifying information when disposing of personal papers, including bank
statements, utility bills, such as phone, electricity and gas bills.

e Don’t give out personal information over the phone or by e-mail unless you have
initiated the contact or are confident the caller is who they claim to be.

e Check accounts and other records carefully. Know when accounts are due. A late or
missing account could mean a billing address has been changed and your identity has
possibly been stolen.

e Use a separate bank account with a low credit limit for internet transactions.

This kit, ‘How to prevent and respond to identity theft’ contains useful information to help
you identify where you might be vulnerable, and what to do, to avoid becoming an identity
theft victim.

I would encourage you to use the kit and to share it with friends and relatives to help
prevent identity theft.

A -

Senator Chris Ellison
Minister for Justice and Customs
Senator for Western Australia
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|dentity theft

Identity theft - what is it?

Identity theft is part of identity fraud and specifically refers to
the theft and use of personal identifying information of an actual
person, as opposed to the use of a fictitious identity. This can
include the theft and use of identifying personal information of

persons either living or dead.

Identity fraud

The cost of fraud is increasing both in Australia and internationally. It can be devastating
to both business and individuals. But what is fraud? Basically, fraud is gaining a benefit

by deception. Usually, but not always, such gains are financial.

Being able to prove who you are is an important part of modern life. You often have to
identify yourself to receive services and conduct normal everyday transactions-making a
purchase, paying a bill, using your credit card, seeing the doctor or driving your car. In
particular, most government and business organisations have procedures to establish the

identity of new clients when entering into transactions for the first time.

Normal transactions involve only two parties—you and the supplier. Identity fraud normally
occurs when a third party uses deception to get a benefit. Identity thieves can appear like a
legitimate customer and ‘pass’ the procedures and tests that businesses and organisations

use to verify clients’ identities. This breach of procedure usually occurs in one of these ways:
¢ the creation and use of an entirely new ‘fictitious identity’ for fraudulent purposes

¢ the unauthorised use of a ‘stolen identity” of a real person to gain a benefit.

Identity theft—how can it happen?

Identity theft happens in a multitude of ways. It can range from somebody using your credit
card details illegally to make purchases over the internet or telephone, through to having

your entire identity assumed by another person to open bank accounts, take out loans,

make tax returns and conduct other business illegally in your name. o =
i

Identity theft can happen easily. Most often you will not even know 4‘3 i

you are a victim until well after the fact. It can happen quickly. You 1"* _'ne'

might have your credit card details skimmed when you make a < i

purchase, lose your wallet or other personal effects, or have them











































































